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"IIiJ'UL"IIIiI"IIeHH1'U (Terms of Reference: TOR) 

~1.:J'U~n1':i11'U~'n:!fli1:u'Vl1bIilB~bb~'!htJYi~mJ~'tJfmU (Cloud Computing) 
." , 

':i~tJ~bJm~.:Jbbl'il'WVl 1 n'U1fldJ 2558 t;-:Jl'WVl 30 n'WvrltJ'W 2558 

~ i/QJ if 

1. SOl ruflll'U iii"II iJ..:I ~ ':i'lJliJ1.>I 

1.1. t-lb6'l'UB':i1fl1tolB.:JbiJ'Wt-lnB1~Yi-r'U~1.:J.:J1'U~ b?l'WB':i1fl1~1-:J 
~ ~ 

" " 1 I vd ~ 1!:4] d 'tI~ 1 SJ d d !.I l't::<l Q,/.-=:I iI .QI1.2. t:-Jb6'l'WB':i1fl1Ii1B.:J :UbD'Wt:-JVltlm~'U"IIB 1 b'U'Uru"ll':i1tJ"IIBt:-J'Vl.:J.:J1'W"IJB.:J'Vl1-:J':i1"11n1':i bb~~ IiIbb"il.:JbJtJ'W"IIBbbm vm) :u 
'U \J '\J '1 IV \J 

biJ'Wt-lml91-r'Ut:-J~"IJB.:Jn1':ii-:J1V1ij~'Uflfl~VI~iJ'Uflfl~~'UbiJ'Wt-l~.:J.:J1'U1iI1dJ':i~bUtJ'U"IJB.:J'Vl1-:J':i1"11n1':i
'U 'l 'l 'U 

1.3. t-lb?l'WB':i1fl1 tolB.:Jl:Jbt1'Wt-lnt:-J~'tJ':i~ltJ"IIL1~1dJ n'Un'Ut-lb?l'WiJ':i1fl1':i1tJ~'W ru 1'W'tJ':i~n1 f'll6'liJ'U':i1fl1 VI~B1:J b t1'W 
~ ~ ~ 

t-lm~v11 n1':ie)'W bt1'W n1':iilil"IJ11.:Jn1':ibb-U-:Ji'W':i1fl1mh.:J bt1Wi':i':idJ 
~ 

1.4. t-lb?l'WB':i1flltolB-:Jl:Jbt1'Wmv1'-r'U bBfli'lVl~VI~Bfl11dJfi'dJn'W ~.:JB1"il'tJf)b?lD1~tJBdJ~'Wf'll1~1'VltJ b1'Wbbl'i-r~'U1~"IJB-:Jt-l 
cu \.I 'i ~ d.a \I 

b?l'WB':i1fl11v1'nrhi.:J1VI?I~~i'l'Vl~bb~~flJldJfi':un'Wb-u'W';hJ'W, 
1.5. t-lb?l'WB':i1 fl1~"il~b-ih biJ'Wr)~ruru1toliJ.:Jl~B tJ1'W~1'W::::~-:J1v1'nfl1':i':i::::'U~B111'WUru~':i1tJ~B"hbiJ'Wr)~ruru1mdJLv1' 

'\J 'U r.v IV 'U dJ!i 'l IV \J IV IV 

bb?llil -:J uty~lh1 tJ-r'U ':i1 tJ~1tJVI~mb?llil-:JU ty'ih1 tJ -r'U':i1 tJ~1tJ1:J~ fltolB.:Jfl':i'U (l1'W1'W?l1':i::::~1 ~ty 

1.6. t-lb?l'WB':i1fl1~"il~b-ill b t1'Wr)~ruru1 n'UVI't.h tJ.:Jl'W"IJB-:J-r~~.:J1v1'1'l1 bil'Wn1':i~IiI~B~IiI~1.:J1911 tJ ':i::::'U'U~ b~ fl'Vl':iBil fl~ (e­
'\J \I IV QI """ 
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"IJBdJ~"ilIilB!lB"ilIil"il1-:J~1fl':i~ 
~ ~ 
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1.7. ~6'ltytylIi1B-:J':i'U"il1tJb-:J'Jt:-J1'W'Uty"llD'W1fl1':i bJ'W bblil n1':i':i'U"il1tJb.:J'W bb I'i ~~ flf-:J ~.:Jn dJ~r)11~Lf)'W?l1dJVlll'W'U 1Vl 
~ 

r)tKruru1B1"il-r'U~1tniJ'Wb~'W?lliIml91" ..,.., 

2. "IIB'Ub"llIil"lliJ..:I..:I1'U 

2.1. fl,ruft:l.l'U~1911'U L'VI fl ilPI 

2.1.1. Computing Resource and Environment 

2.1.1.1 ~b?l'WB':i1fl1tolB-:JbiJ'W0V1'U~n1':i Data Center bb~:::: Cloud Computing 

2.1.1.2 Data Center ~1iI~.:JB'tJmcl"il~tolB.:J1v1'-r'U:IJ1Ii1':i~1'W, ~ 

2.1.1.3 ?l1:1J1':itl1V1'U~n1':i1v1'B~1.:Jl'im~B-:J lli1tJn':i::::~'U"IJmn1':i1V1'U~n1':i (SeNice Level Agreement) 

, 1:J~1fl11 99.9% I'im~B'W 

2.1.1.4 nfl1':ib~BdJI'iB1'tJI:J.:JmVI'U~n1':i1Vl':ifldJ'W1fldJ (Communication Provider) ~.:J bbl'i 3 ':ilCJ~'W1'tJ 
" 

(Separated media provider) bb~::::6'll:1J1':itlI'l1bil'Wfl1':ibyjB1,x':i::::'U'lNl'W"IJB.:J~l'UfN1'W 

flru~m':idJn1':i~-:J b?l~:Ufl1':i~.:JVl'W ?l1:1J1':itllVI'U~fl1':ilv1'liIldJ'tJn~ bllBn b Vllilililii'B.:J"illflm VI'U~n1':i, ,~ 

':ilCJ11i1':i1tJVI~.:J 

2.1.2 Public Cloud 

2.1.2.1 Public Cloud "il~tolB.:J1v1'-r'U:U11i1':i~1'W ISOIIEC 27001 1911'W Cloud Infrastructure SeNice ... 
2.1.2.2 Public Cloud "il~tolB.:J1191-r'U:IJ1Ii1':i~1'W ISOIIEC 20000 I91l'W Cloud SeNices ... 
2.1.2.3 .HfVMware hypeNisor ESXi version 5.1 ~'W1'tJ 



2.1.2.4. Hi CPU architecture ~'U InteL Xeon Vl~eJ1Vllln11
, 

2.1.2.5. Allocate resource 1,xn'U~1,rn':n'Uflru~m';i:wnl':i~.:Jb(;'/~:Wfl1';iG1.:J'VI'U~1:W';i1CJG1~b~CJ~vieJhJ.Q
, 

1 

2 

3 

4 

5 

RIXWEB FiLe Server I VM I 6 vCore 

DSX Web Server I VM I 2 vCore 

EXPDBl Web Server I VM I 4 vCore 

EXPAPP Web Server I VM I 4 vCore 

RIXDB Database I VM I 4 vCore 

Server 

4 GB. 500 GB 

2 GB. 500 GB 

4GB. 50 GB 

4 GB. 50 GB 

4GB. 300 GB 

1 Gbps. I Red Hat Enterprise 

Linux 6.2 

1 Gbps. I Red Hat Enterprise 

Linux 6.2 

1 Gbps. I Red Hat Enterprise 

Linux 6.1 

1 Gbps. I Red Hat Enterprise 

Linux 6.1 

1 Gbps. I Red Hat Enterprise 

Linux 6.2 

6 I EXPGATEWAY Training VM I 4 vCore 2 GB. 250 GB 1 Gbps. I Red Hat Enterprise 

Linux 6.1 

7 Monitor Monitor VM I 1 vCore 2 GB. 100 GB 1 Gbps. CentOS 6.5 

Server 

2.1.2.6 iifl1';i~l';ieJ.:JifeJ:WG1L,x~~.fI1CJL'U site bbG1~.fI1CJ'UeJn site cJeJ'UVl~~1~ 2 1'U dJ'UeJ~1~ileJCJ 

'\I 

2.2 f>lruli1:w,:m~1'ULfljeJ"lh~ (Network Specificationml 


2.2.1 	VirtuaL Ethernet Network Interface "1J'U1~ 1 Gbps b'iJ'UeJ~1~ifew 


2.2.2 Unlimited Data transfer fl1CJL'U Public Cloud Environment 


2.2.3 ~~b~~CJ:w-q~ public IP hlifewn11 7 public IP Address 


2.2.4 Shared Domestic Internet bandwidth "1JeJ~ Cloud Services ';il:wn'UlllileJCJn11 10 Gbps 


2.2.5 Shared International Internet bandwidth "1IeJ.:JCloud Services ';i1:wn'UlllifeJCJn11 30 Mbps 


2.2.6 ii';i~'U'Ufl1';i Monitor Network ~tatus brlmn~tlqJVl1mCJ1'U';i~CJ~b1G1111ldi'U 15 'U1Vl 


2.3 f>lruli13JU~~l'Llfl113Jii''Ufl~tJ~eJ~ile.Jm';iIi1'UL'VIfi (IT Security Specification) 


2.3.1 	 ii';i~'U'Unl'jueJ.:Jfl'UbbG1~~';il~(;,/eJ'U ~'VItfl1wih5.:J resource Public Cloud "1JeJ~~1,rn~1'U 


flru~m';i:Wfl1';i~~bli1~:wnl':iG1~'VI'U
, 

2.3.2 ii';i~'U'U{jeJ~fl'Ubfl~eJ~bbll"li1CJbli1i1eJ'U~1nfllCJL'U 1~CJ';ieJ~~'Ufl1';i1.u~1'U';i~'U'U~m~lfl11:w'tJ~eJ~.flCJ 


(FirewaLL) 

2.4 f>lruli1:IJU~~1'U~'UffJ (Other SpeCification) 


2.4.1 	Monthly performance report 1'U~1'U"1JeJ~ vCPU , Memory, Storage b'iJ'U';ilCJ VM 




2.4.2 :r:h~'U'Um':i monitor bb{;'l:t:bb<l.:lb~e)'W bde:nn~l'Uq)V!lilltJl'U':i::;tJ~b1{;'111~bfh.J 15 'UTVi VM Status ~'U~1 
" 5 ?1m'U~~.:Iij 

2.4.2.1 Network VM usage Default aLarm to monitor virtual machine Network usage 

2.4.2.2 Virtual 	machine memory usage Default alarm to monitor virtuaL machine 

memory usage 

2.4.2.3 VirtuaL machine cpu usage DefauLt aLarm to monitor virtuaL machine cpu usage 

2.4.2.4 VM State Suspend DefauLt aLarm to monitor virtual machine state suspend 

2.4.2.5 	VM State Powr Off Default aLarm to monitor virtuaL machine state power off 

2.4.3 	 G11iJfl.:ll'UFlru~m':illm':i?f.:lb?1~llflT'j{;'l.:)'Vl'U ?111l1':if.lfl1'UFlllfl1':ivll.:11'U"lIm public cloud 1V)~1'U, 	 , 
"li€l.:l'Vll.:1 	 UCS Director v!~€l"li€l':)'Vll':)B'UViiiFl111l?111l1':imv11bVitJlln'U 

2.4.4 	':i€l.:)-r'Ufl1':i1 Vf'U~fl1':i Public Cloud 1l1flfl'h 1 Site b~€l':i€l.:)-r'U Business Continuity PLanning 

(BCP) 

2.5 ~b?f'U€l':ilFlliiV!th~ 1VfFl111l~11l1l€ln'Ub<llV!th~ G11iJml'UFlru::; fl'j':i1lfl1':i?f.:) b?f~1lfl1':i{;'l':)'Vl'Utrllllfl1':i~€l':)·1J€l1'U 
~ . 
fl1':ibtrl5tJllFl111l'V'l~€lll'lJ€l':)':i::;'U'U b~€l1VI?111l1':if.ll?llbiJ'Ufl1':i~~~':)':i:t:'U'U1~€l~1.:)ii'th::;~'Vl5ill'V'1 YI'UI'i€lFl111l 

" trI€l':)fl1':i 

2.6 ~b?1'U€l':ilFlT'il::;~€l':)':i::;'U Contact Point ~lV!-r'Ubb<l,:)UruV!lV!~':)~~~':)
~ 	 ~. 

2.7 ~b?1'UmlFll~€l':)lVf'U~fl1':i?1iJ'U?1'U'UV!~.:Ifl1':i"llltJtrI{;'I€l~ 24 -&1bll.:)/l'U 7 l'U/61\J~l'V1 bb{;'l::;~~I'i€lfl~'U V!~':)"illfl
~ . 
l~l-r'Ubb<l.:lbV!trI"illm<llV!,j'1~G11iJfl':)1'UFlru::;fl'j':i:Wfl1':i?f':)L?1~:Wfl1':i{;'l.:l'Vl'U L~mbm'lJU f1 'V!lilltJ1'U 4 -&1b:w.:) trI{;'I€l~, 	 , o~ 

':i::;tJ::;b1{;'111'Ufl1':i-rmJ':i::;n'U 

2.8 ~b?1'U€l':ilFl1~€l.:liifl1':ii~1VI'Vll.:)G11iJfl':)1'UFlru::;m':i:Wfl1':i?f':) b?1~llm':i{;'l.:)'Vl'U b -lflm1"il?1€l'Ufl1':iVl1':)1'U'lJ€l':)':i::;'U'U 
~ , 

Datacenter l1btl'UhJtrl11l:Wlm~1'U ISOIIEC 27001, ISOIIEC 20000 €l~l,:j,j'eltJ 2 Flf.:)':i::;V!11':)G1q)q)1 (V!lfl 

ii fl1 ':i~ €I,:) "lI €I ) 

2.9 b€lfl?11':i~,:j:W€lml'U 

2.9.1 	 ~b?1'U€l':i1Fll~€l,:ji~vl1 LogicaL Diagram ~1V!-r'U':i::;'U'U Cloud Services ~lVf'U~fl1':iG11V!-r'U G11Uml'U 

Flru::;m':i:wm':i~,:jb?1~:Wfl1':i{;'l.:l'Vl'Ubtl'Ubb'U'U, Visio 1y.jfl1~tJ':i~'U':iltJ~::;bBtJ~bbl'i{;'l:t: VM bb~::; Public IP,. .. 
Address I'im~el:WYl,:jv!:W~ 

2.9.2 	 fillelfl1':i1 i':)l'U':i:t:'U'U Cloud Services ~1V!-r'U~luml'UFlru::;m':i1lfl1':i?f,:jb?1~:Wfl1':i;;N'Vl'U
~ , 

q .J~ ~ 	 11 tf~ I 

2.9.3 	 b€lfl?11':ibb?1bb~,:j':iltJ~~b€ltJ~?1m'U'Vltrl~trI.:) Data center 'V'I':i€lllb'Umtrl~trI€l CaLL Center 

2.10 	 ii~b~m"ll1q)~h'U Cloud ~ii certificate VMware Certificate ProfessionaL bb~~ Cisco Certificate 

Network ProfessionaL Datacenter Cisco certificate Network Professional Routing Switching 

LL{;'I:t: ITIL Foundation 
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